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Introduction

In TS 33.501 5G to EPS handover, the clause describing the mapping of a 5G security to an EPS security context, the DL NAS COUNT handling text described in clauses 8.6.1 and 8.3.2 are not consistent and misses critical details. Without clear text in 8.3.2, implementations may cause mis-synchronization of DL NAS COUNT values between the UE and the MME.
This problem needs to be addressed for both Rel-15 and Rel-16, so please find corresponding Rel-15 and Rel-16 CRs. For Rel-15 this need to be essential FASMO (frequent and serious mis-operation) corrections and doesn’t create any backward compatibility issue.
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Background
The background of the issue is DL NAS COUNT handling specified in clauses 8.3.2 and 8.6.1 in 33.501.
 Observation: Clause 8.6.1 doesn’t have any text about incrementing DL NAS COUNT, after deriving KASME.
2.2
Current Description in TS 33.501 clause 8.3.2


Observation: Step 2 description in 8.3.2 is ambiguous, it does mention the increment of DL NAS Count by one but fails to specify that it should happen before AMF setting EPS downlink NAS Count during the mapping of 5GS context to EPS context. Unless the sequence is correctly followed, MME will get wrong DL NAS COUNT from AMF. It doesn’t describe clearly the steps involved in creating the mapped context, deriving KASME and then incrementing the DL NAS COUNT for the target MME. Reference to 8.6.1 ‘The uplink and downlink EPS NAS COUNT associated with the newly derived KASME' key are set to the values as described in clause 8.6.1.’ but 8.6.1 doesn’t mention when to increment DL NAS COUNT. 

2.3 Text in TS 24.501

Observation: Description is correct in 24.501.
2.4 Discussion

As you can see the, text mandating the incrementing the 5G NAS COUNT by one is missing in clause 8.6.1., and 8.3.2 doesn’t clearly state the order. Without the incremented count in the target MME, the DL NAS COUNTs will be out of sync between the UE and the MME. 
Please note the keys KASME and other keys are computed correctly by the UE and the eNB, only the DL NAS COUNT would be in mismatch. 
3. Conclusion

The text in clause 8.3.2 need to be clarified as shown below in a clear sequence of steps. Please approve the attached CR S3-201073 to correct this.

8.6.1	Mapping of a 5G security context to an EPS security context


The derivation of a mapped EPS security context from a 5G security context is done as described below:


-	The KASME' key, taken as the KASME, shall be derived from the KAMF using the 5G NAS Uplink COUNT value derived from the TAU Request message or Attach Request message in idle mode mobility or the 5G NAS Downlink COUNT value in handovers as described in Annex A.14. 


-	The eKSI for the newly derived KASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context. 


-	The EPS uplink and downlink NAS COUNT values in the mapped context shall be set to the uplink and downlink NAS COUNT values of the current 5G security context respectively.


-	The selected EPS NAS algorithms shall be set to the EPS algorithms signalled to the UE by the AMF during an early authentication procedure followed by a NAS SMC as described in clause 6.7.2.


NOTE:	Whenever an algorithm change is required, the target MME initiates an NAS SMC to select other algorithms as described in TS 33.401 [10].





2.	When the source AMF performs a handover procedure to the EPC, after checking the UE's access rights and security capabilities, the source AMF shall prepare a UE context including a mapped EPS security context for the target MME. To construct the mapped EPS security context, the source AMF shall derive a K’ASME using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context as described in clause 8.6.1 and then increments its stored downlink 5G NAS COUNT value by one. 


The source AMF shall select the EPS NAS algorithms identifiers (it has stored) to be used in the target MME at interworking handover to EPS, for encryption and integrity protection.


NOTE 2: 	A legacy target MME is expecting to receive the selected EPS NAS algorithms identifiers over N26 from the source AMF as the target MME believes the source AMF is another MME. The source AMF has therefore provisioned the EPS NAS security algorithms identifiers to be used at interworking handover to EPS to the UE in the 5G NAS SMC in 5G access as described in clause 6.7.2. The target MME could re-select different EPS NAS algorithms though to be used with the UE by running a NAS SMC in the following Tracking Area Update procedure.


The uplink and downlink EPS NAS COUNT associated with the newly derived KASME' key are set to the values as described in clause 8.6.1. The eKSI for the newly derived KASME' key is defined as described in clause 8.6.1.








4.4.3	Handling of NAS COUNT and NAS sequence number


4.4.3.1	General


………..


During the inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, the AMF shall increment the downlink NAS COUNT by one after it has created an N1 mode to S1 mode NAS transparent container (see subclause 9.11.2.7).





2.	When the source AMF performs a handover procedure to the EPC, after checking the UE's access rights and security capabilities, the source AMF shall prepare a UE context including a mapped EPS security context for the target MME. To construct the mapped EPS security context, the AMF shall operate in the as following stepss, :


a)	the source AMF shall derive a K’ASME using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context as described in clause 8.6.1; and then 


b)	the source AMF shall increments its stored downlink 5G NAS COUNT value by one and then the source AMF shall set the EPS uplink and downlink NAS COUNT values in the mapped context as described in clause 8.6.1. ;


c)	Tthe source AMF shall select the EPS NAS algorithms identifiers (it has stored) to be used in the target MME at interworking handover to EPS, for encryption and integrity protection;.


NOTE 2: 	A legacy target MME is expecting to receive the selected EPS NAS algorithms identifiers over N26 from the source AMF as the target MME believes the source AMF is another MME. The source AMF has therefore provisioned the EPS NAS security algorithms identifiers to be used at interworking handover to EPS to the UE in the 5G NAS SMC in 5G access as described in clause 6.7.2. The target MME could re-select different EPS NAS algorithms though to be used with the UE by running a NAS SMC in the following Tracking Area Update procedure.


d)	The uplink and downlink EPS NAS COUNT associated with the newly derived KASME' key are set to the values as described in clause 8.6.1. The eKSI for the newly derived KASME' key is defined as described in clause 8.6.1.


e)	The source AMF shall also derive the initial KeNB key from the KASME' key and the uplink NAS COUNT as specified in Annex A.3 of TS 33.401 [10] using 232-1 as the value of the uplink NAS COUNT parameter. 


NOTE 3:	The source AMF and the UE only uses the 232-1 as the value of the uplink NAS COUNT for the purpose of deriving KeNB and do not actually set the uplink NAS COUNT to 232-1. The reason for choosing such a value not in the normal NAS COUNT range, i.e., [0, 224-1] is to avoid any possibility that the value may be used to derive the same KeNB again.


f)	The source AMF subsequently derives NH two times as specified in clause A.4 of TS 33.401 [10]. The {NH, NCC=2} pair is provided to the target MME as a part of UE security context in the Forward Relocation Request message. 











